MEMORANDUM

FOR:

Subject

_ cQSj—an”7
WY Ber e
THE JOINT CHIEFS OF STAFF
WASHINGIOMN, D L. 2030%

SM-800-69
21 dovember 1969

Chiaef of Staff, US Army

Chicf of Naval Operations

Chinf of Staff, U3 Alr Force

Commandant of the Marine Corps

Commander in Chief, Alaska

Commander in Chief, Atlantic

Commander in Chief, Continental Air
Defense Command ’

US Commander in Chicf, Europe

Commander in Chief, Pacific

Commander in Chief, US Southern Command

Commander in Chief, US Strike Command/US
Commander in Chicf, Middle Tast, Southern
Aszia, and Africa Scuth of the Sahara

Commander in Chief, Strategic Alr Command

Director of Strategic Target Planning

Dircctor, Defense Atomic Support Agency

Director, Defense Commghigations Agency

Director, Defense Intelligerce Agency

Director, Matioral Security Agency

Director, Weapons Systems -lvaluation Group

Safecguarding the Single Inteqrated
Opcerational Plan

1. Torwarded in the Appendix hereto is the volicy of the
Joint Chiefs of Staff with regard to security of theaSIOP, the

hasic administrative and handling requirements, and the emphasis

which must be placed on control of extremely sensitive SIOP
information.

2. The policy
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in the Appendix superzcedes that contained in
20 Junc 1967, subiecct as abovo.
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3. Without attachment, this memorandum is UNCLASSIFIED.
For the Joint Chiefs of Staff-

ROY %. CROMPTON

Brigadier General, USAF
Secretary

Attachment
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APPENDIX

SAFEGUARDING THE SIMGLE INTESRATED OFIIATICONAL BraM (U)

1. {Uj) tenerai

a. The guidance, as contalned hereln, sets forth the

pelley of the Juint fnlefs of Staft with regard to securlty

'
o)
=
43

J Operatlonezl Flan (SICP). This
dleeciive 1s intendeu tu:

(1) Emphasize the tact that metlculous attentlon must
be given 5o strlct obssrvance of sasle security regula-
tious ln galeguardlng the S[0OP.

{2) “nprasize the facl that striagent control must
be exersisesd cver RTOP extremély g2n5ltive Informatlon
(35072317, a3 “elived oei.w,

{3} Provide tne basic nolley for tne identificatlen
and applicatlion cr these speclal ountrols for SICP-EST,
b. Executive Opdar ile, 13901, datzd 5 MNovember 1953,

and DOD Directive 5200.1, dated 18 July 19639, provide
instructlons for "Safeguarding Offlelzl Information 1in
the Interests >f the Derl'ense of the United 3tates.™

These directives presc¢ribe neasures for classification,

" reproduction, zccountability, dissemination, and

5S4

[y

transmisslon of offtoial information and include within
thelr sezpe tha documents constituting the 310P. This
dirvective Is supplemental ts the preceding directives and
applies more specifically to SIOP-EST, as described hereln.
=, The Ialnt Chilefs of Staff conslider that cGistribution
of and access ¢ RINP-KEST must he strictly limiced, based'
on rigov..sils fastifled regulramests.  Specifilc zecurlity

conilpols o proccoarssy will ee estabilshed Lo assura that

avtess s aathorized with aimost dlserimleasion 1n ail cases.
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. 2. (J) Definltisng

sueh 8 sensi-

-

a, oior-n! ol
Cive naturc
wou L

plan.,

recomisn Intormation, regard-
less oi its physleal tforam oc characterlsbles, whlcn is
part o0 Lre JC4% 3I0P and is derived from or publlshed in

SICP  and whlon wme; Le pepresented Lo any

maberlnl, wnether prlated, typed, or

wroonaelellac.

A& orovetse i Ly electproenice means,

(i} Sount raocor
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(o) Peproduction - F uie Loresolng by wnatever

rapreduwsilin o the Peoregoting

(.., . .p2uciter rivhorns,

JOR FLIOP s, Tng JO3 kasglce JL0F and Annexes,

LR
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Appendiess, Tats thersto, and asscoizied sharce duta.
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b, JTOP-EDT BRORET
wnly, Ao orter to permls vy
ldentifteation of these Jduzuments, the ladical e
"SI0P-EST" ghall bhe promlossily alrlzed. Thlg Lr-
dlcater shall alsy oo anntic! Lo corpllaclons of
docwienly whilen, althouag:
may lon Lhe egregate, ve s

{1) NATO documents published ln eccordance with
SM-412-86, dated 17 Rey 1769, willl nob be mariked with
thg SIOP-E5T Ldtester, However, the follow!
statsment will appear on the cover, the title paga,
anu/or in the letter of proﬁulgation:

s onean 2022108 exaren Lve
re Slngle Integratsd
285 L2 tnls document or
wed nerels shaell he
nsarate with rigorously
Use of millitary or
~eontrolliesd w2nlicles and two éfficially

.ﬁeslguated couriers is mandatory."

{27 It 1s enmghasize’ ihzt the ZIOP-EST indlcziorp
1s net to b2 interpretel =g a ssparate security
clussidtlqa: ‘nlg inclrater is inten
a mevhanicn Tor fdentifleacion of extren
FITE infurmatlon witleh snszll pe controlled in
acenrlanece with procadarss establishes hy unis
dlrcetive.,
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In sulgaragraph 22 above,  IE must Ye borne {0 ming
that Indiszriminate ure of Lhe SLOP-N5T Indlcator
will regulit i wnnecessacy additlons to access rosteps
anad anduse restrietlions o processz il of documents
wihileh enadd ultimately reswlt in lessened securlty.
€. IO ducumente of a olassiflcactan lewer than
TOP SECRET,wnich are consildered to reacire limited access
and, sp speeial harndliog ,shall be disseminated in accord-
ance witn Ssetion VII, prragraph D, Znclosure 1, of
PO Blrsetive 35255.1 Ly aoosripriavely cleared parsonnel
Wibth a valld need to wnow. Such dcsunants shall not be

cenaldared oo

"3

Ldantified as 3IOP-EXT,

- T T i~
. RIGR isn

tnone motifled wuier Lhe

provislions of =

pproorlate dircctives or dilstribatlon

to HATD, snell oe lauslag for no farelgn disseminaticn,

REQUIRED NOFOR, Warnings
soncernlng toes asplization of Feplonage Laws, Title 13,

Y25 and Y9, shall be affixed to all

s vhtel are o mignt ke sabject to dis-
senlnatlion oatside the exc.oactive branen of the
Governner.s .

5. () Distribution of STOp “aterizl and Extracts

@, The Dlrzotor fov Operaticns ., Joing Stacfr,
of the Joint Chisfs of Staff, will review the regquirements
all uzers o zhe JCS S10x grior to the publlcation of each
SLOP ana rsLort recomnendes distribtution lists {(including
the tasic plan and anneqes theretd) te tne Joint Chiels of
Stalf. “hess Jisvribution iiscu will e zpproved in the

promilpnting 2ireen

v Aupendix
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(1) Reguests lor changss Lo approved dilsimr!lbuticn
lists will be submitted to tre Lirector, Joint Stafyt,
Organization of the Joulnt Chlefs of Stafl', with appropriata
Justifleatlon. Upon ceaslderatlon and recommendation by
the Dirzctor for Up;rabions, Jolat Zraff, the plrector,

Joint Svafr, is authorlzed to arprove/dlsapprove such

t2) Rejuests for changes in the number of coples
provida2d by approved diztributizn lists wiil be sub-
mitted to the Director of Stratepls Targst Planning (DSTP),
wlth appropriate justificaticn. After informal cgordina-
tlon with the Director far Operatlons, Joint Staff, the

iz zutherized r.. pnroveE ‘llsagorove such regquasts.

LS aatnorlzed to nade dlstrioution of JES

for e2zk majlor revizlon or upcate to the

SIOF wider tne provislons of subparagraph 3z, with the

(1) lirless an eccention ls stated [r che approved

tlztrizated by the DSTP

te periairing to the user's

wlll e districuted to

L., area as followz:

torwasd wns copy of szach

43

reguisced tazpe tu "The Joint wiislfs of Starcf,

atveation:  J-3 {imgn i n

., area,.
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putmitted to Loe

Pirector fop Giparatiscz, Joint staff, whno 1=

o]
o
or
o
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Ve suCh reguests.,
¢ e LEATR i auonan! ceo Lo mEde distrlibunics of

PSOBL0% mazerials as volistin:

(1) ALl JSTE3 BIUF rzterials:

(L} Cnief or Sroff, US Arwy) Chlef of Naval

N

Coeratlisns] Chiaf -7 Stalf, Us Aip Force; and

-

Lommandant of the iariae Carps,

(¢} Commands dssiznated b

T 2

5d),

For etffeetive operatic. s, Tequests uot Taverably
BT Wlll ee Curslarded Lo the

Divacsor for Operation:z, Jsins 3tarf, fer reviews znd

AL Reguests Top teples or creanges e Lhe diztritutinng

Disnueminay lon Mentep,

2 = Appendix
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SI0P documenis not gover Bhave
will Ye submitted to the Llirector (oo Sperations, Jolnt
Staff, whe will review and sulmlit approprlate rocommenda-
tions to the Director, Jolnt Starf.

f. Reguestus for STUP amcarencs feem the OffLee of thy

Secrevacy ol Telfenge, ool coveped i osubpapagrach %a

3
-
o
T
1
-

above, snall be rof .12 Dlrector tor Cperations,
Jolnt Staff, who will sugmit recommenaed actlon to the
Director, Jolint Stalr,

Tlefs of Btaff, consuliing

avprocrlate, wWill revicw
requests for SIOF decunents ifrom the White House, the

a% deparianents or agsncles

ol 3I0f decuaments to foreign
nationals, MNATO, 2E&TH, o CELTO wil. ve submitted to

reviaw

TeSoUuee protlins Dheresd o ogu

P TR
t

mnien T Lawer croelcra, oan oAy he peaclped Lo

o . <« B D y o dalosl y it el -
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R

shall, in every cvase, bz on a rigl Ly diserimioal g
basia and snall be controlled by Low orlglnator
{extractor) 1n accordanse winh applicable dirsciivea,
fncluding this directive.

J. Speelzl procedures for extrancts fron STOP-EST
duocuments,

(1) Release of SICP-ES] data te forelgn nationals
is prohilelved, exeept 53 exgprsssly authorized under the

MATC DToecumsnits Progrias and as approved by the Joins

Chiefls of Scatl'l,

{2} #aen extracts are nuzde {rom 3I0P-ESI maserial
or wien portions of SITF-Z00 materizl are repraduced,
metloaloay conslderablon »iall ue gleen Ty the
daetoemination of appronrlate classification and

. .

Ldentificatlion, Tt Lz of particular lmportancs to

w2t 3uch extrazt, or vorticon

or all of tre cheracterlstlics

bove and should be

outlined in subpara_rats 33 a

Ldentiiicd ag JI0P-U

k. Reciplents orf JC3 »r J2TP3 511P documents/materizls
w111l check tne documents/inatzrials for completeness and
return raceipts wlthin 72 hoeours of receipt, reporting

Towesdliteld; 2n; dlserepancliez noted to reciyiznts® pzvent

coanand,  Parent commands wiil Indorm the crizinating agency

witinin 20 houres after bvelng nutifled, in the event the

Aiscreponeyfies) cannot L resoived.

=
Jon
b4
Fi

. (U) laventory and Sisht

zrdd Ddentifled in

rarArraens 2 oand 30 above wlll Lewentopeled anually,
Wi, prczeribed BY ohe

Serileg, otk acency, ovr command classified
materlal contesl proceduces, excopt 23 speellflcally

DIy idsed Lol

L Appendix
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.
L. ‘The baslc SIOP and majar coilections or 't arnenes

(l.2., annzxes anda appendicz2s malntzined at Seovice

agency, and unifled and specified t-mmand level, except as

indicated in subparagraph &d

for =i ich inventory znall be
C¢. tecauss uf the sxtrazs sens tivity of intermatizn

identiried as SIOP-ESI, all documents aet covsred in

cl

Subparagraph 6b  alove, which are lizntifled as con-
talning SIGP-ESI, shall ce inventori=i, signted, and
reported simultaneously ulszh thosa rzgulred oy JCS
Memorandum of Pollcy MHo. §&

@. SICP-ESI documents which are silective for § momths

o l2se will ue contreliiag vy desunsz

|
%1
'
m
(]
m
ba
s
i
~
[}
R
'y
vt
b
o
v
[¢]
o
Enl
37

Service and jolnk agency szcurlty dirsctives, These

docurents shzll tha deztruyed within 10 323 &

"y
v
e
‘0
L
Y3
)

sescivn.  Certificates ~# dzstructizn srall b

i’]
2]
S
-
3
cr
ik
Y
e}
T
Q.

Command internal inspecticn roceduras will be =stablished

Lo assure rlzid adharenss ts tnes sooeedures

shall,

Ty wravide

1!.’

nAMents cescrioed 1n babracaeranns {0 oznd §¢ above. Docu-
m2nts rontrolled in accordance with subparagraph £3 above

wilt L2 exemps., Upon recelint of this listing, neldars shall

verlfy the llsting and cariify Lhe siznving of vaohk

duc.enenty to Lha P50, R Hloa con-
- L LY iy, g &1

T a2y, “halt be haptled separalely In aceordance with
Barzzrarn i1 briow and reported to Lae Cirector, Jeins

Crpe, prie
Gtatt,
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. To facilitate tnis inventiory and sigh=in; and to
provide the masilmum sseurity, holdwrs of SIOP-13T
material shcould provide feor central coatrol of such

docunents.
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a, Access U3 SIUP intormation nnt Lldent!fley &s SIOF-

w

EZT will 5o contrelled 82lely in sovordance with standapd

vecur

proecedures governing access to classified infor-
matlon, It 1s nol considered necessary to estaslich any

spaciel olrioois over accesa Lo these data.
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C. <« _Znated SI[OP-Z3I

ahall btz sullset o spsclal cuntrol procedurss. Services,
d

EST datz ars requssted So istractlons
for vhz speclal control procedures satlined below.
(1) hcrcess to SIDFP-ESI data shall be on a selective

and discriminating bzsi: in acscordancs wilth stringent

2ifle

1

L

user rzjiirzments,

19

accsss e SI0P-EST shiculd be

3I0P-251 snhzll pozsess a finel TOP SECRET ¢clearance,

cased on & Gstkground investligaticn. Such Investliga-

tiun Will nave Leen completed wlthin the past 5 years,

or Le lv en updating process, 1f a previously completed

e
[#]
iFa
3
G
1
b
Vi

Investigation i3 more than 5 years old,.
{2} Pricr to being granted accass, z2ll personnel

vila e Trizfed ou w2 contents of this directive, plus

=8 320 Porth In sub-

cubrlerings shall glve

rments rejuliring
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emphasls to the Individuail's contlnuing reotcnclbllley
tor the protecticn of Informablon obtalned us o result
ot hls acecesa, To saticty thess requiremsents, cach
Individual who is grantﬁd‘SIOP-ESI a:cess will exacute
an approprlate brliefing/debrieling certiflcate which
will be molnisined ss 2 permeznent part ¢f hils sscurlty
Cile.

(%) Personnel whs have broad or continulng access to
an operatlional catescry of SICP-2SI (see-the Annex hereto)
at Service, jolat agency, or unifled ang spedlfied com—
mand level wilil be subject to approprlate travel restric-
tions, as determined by the authority granting access,
Certification of thls travel resirleticn and of Futupe
duty assignrent rescrletlon will be forwarded to the
parent Service personnel distribution control agency.
‘This certification will be effective for a minimum of
1 year after termination of accsss cor detachment, which-
ever occcurs first. A walver of chese restfictions may
be granted only upsn approval by the 3chority sranting
access. Determinaticn of restrictions to ke Inposed en
perscnnel at lowsr levela of coswrand will be pade by the
approgrlate Service and command invelived.

() Prisr to visits by p=resonsl whn willl oigulire
aveana to STOP-EZT data, ithe apereprlate heagd
will he notified of tne categery of SLOP-E3I to which
eacn andividual iIs auvithorlzed acceess. This ceotifica-
tion 1a 1in additlon to the requirement to certify
asproprlocte secur!iy 2icarances, TF 2> prooriate, any.
mondd Sleztlon Lo ratessry canber lnuosed by Leographleal

disteivublon of dogwmenty will o2 addeld,

ndlx

o

App

R L N - N L R N e L

—
L]

s 1= |
N

-
(W

[
P

pa
o

IS5 15 |

N e
o fo Iw

N
[

l

NN N lw
wn L= w N

[\
bl

(%) ] ) (%)
o ¥+ ] o ~



() Organlzaticnal magter acceess listo will be malntainzd

as appropriate. Sucn lists, in thelr entlc.ouy, should b

classified CONFIDEHTIAL. Thesz lists snall ne reviewed

perlodically as an addlilonal nesupee For 2s3uring acc=ss

1 1lmlted Lo the mlnlnum numbers of persons reaulred,

Correspondence or ressagss pertalning toe azzess for an

individual or small grougs of parsons shall be merkad FOR

OFFICIAL USE ONLY or ERTO, a3

o

cproprlate,

(7) The operatlonal and edulnlstrative catagorlies of

SICP-E3T set

be used fcr

requlired Ly

(8) Irtarn=l

speclsl ard

rorihr In the funnex are establishad and shall
accuss conirol, sublz2et to olnor mediflcations

the geograpnizal Jdistrlibution of qocuments.

epuards for

L]
[0
ot
Q
v}
m
iy

continulng cognlzan

SIOP-EST documents.,

¢, It is Intended that control measure:z for access to

SIOP-EST will provide such access te the fullowlng:

{1) Tne Toint Jhiers of Staff, membars of tre

Organizaslsn of the Joins Chlefz of Starf and other

Joint Staff agencies. and personnel assigdéd te the

Office of nne leapenary of

Defense. Authorlty to

grant acceeas Is delegated to tne Tlrsctor, Julnt Stafr,

{2) he Cnhiled aF Stafl, U% Ar-s . Chiof a7 HUaval

Opeparlong;

s

Cirler of Zrarf, U3 Alr Foree,

Zommandant of the Marius Torps; and memters of She

Jeivice eid departimencel stalls. Juthorliity to grant

access 13 delegated to tie Cilef of 3tair’, US Army

iaval Cnoravlons. Chiat of Star?, US Aip

. Appendlx

|

»

[ foo [~ o o fa fw 1w

i
(=)

e
N

s
Gl

T T L L [
2 15 1% & 15 15 |

~
[=]

| ¥]
—

NIMNNMNNM
w ol ([T | e |w N



o=

{3) Commanders of unlfied and speciflz! sommands
having responsibillty fore planning, prepavatlon,
coordination, and/or exzaution of the SIGE. Authority
to grant access is delegated Lo the comminders con-
cernzd. )

(4) The DSTP and wermzers of and representatives to
the JSJSTPS. Aufhority to grant aceess 1g éeiegated to
the DITP,

(5} Other personnel sat cavered above, as may be
authoerized by the Jolint Tnizfs of Staffl.

d. The authorliy Lo grant acc2ss delegated in sub-
paragraph 7¢ above nar bz furtner Jelegated to aCDro-~-
priate subtordinates., Sucn further delegetion shall te
iheld Lo the minlmum appropriately cleared individuals
conslstent with requirements.

e. Tt 1s intended that civilian persecnnel not subject
to the provisions of Federzl Civli Service Commission or
DOD personnel polieles {sgscifteally, induztrlial contractor

perscnnel) not be gran

cr
i
[9%
w
(¥
o
@
1
%]
ot
(8
w
-
"y
I
U]
v
Lo ]

. Any requests
for such clvilian perscnn2l access shall be referred to the
Director, Joint Staflfl rilzte arvtion. Personnel
ingl TOP? 3ECEET cliearance,
tased on criterla establishzd in subparigraph 7o{2) above.
. (U) Briefings

2. SI10P briefings shall net be zlven to cther than those

personnel under the ccnirsl or

=

ilitary jurisdietion of
i

Lhe Jct

>

it Chiefz of Ztufif or of the Sh of Stalr, US Army;
nlef of Naval Cperaetiens; Inie’ ¢ Staff, US Alr Force;

and Commandant of the i

Corps as essential to review,
develop, maintaln, or implzwent the SIOP, withisut specific
arprovil 2 Indlcated Lelow. Attendance ab SIOP triefings

deslygnated 3TOP-E57 chall te zoverned Ly approved pecess iists,
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b. The SI0OP shall not be used as a vehlcle :f instruction
at Servlce schools or other instructional institutions.
Speclal. STI0P briefings to the Joint or Service schools will
requlre approval on a case~by-ca§e za23is. The Dilrector for
Operat;ons, Jalnt Staff, will review requests for briefings
of joint colieges and make approprizte repemmendatlons
to the Dilrectop, Jolnt Staff, whn 1s delegated authority
to provide approval. Tre Cnlef of Staff, US Army; Chilef
of Naval Operatlons; Chlef of Staff, US Alr Farce] and

Commandant of Tnpe Marine (orps are »s

sl

lested to provide
approval of such requests from 3ervice schcols, Requests
for STOP briefings will 1centify tre specifle informatlon
concernlng ine ITLP that i dezlred in the srlefing and
Justification snowing the surpose served, SEOP-EéI
data will neoi be briefed, unless spaciflceally authorlzed
by the Director, Jelat scaff,
¢. The Chalrman, Join: Chlers of 3Jtaff, consultlng
Lhe Joint Chiefs cof Staff, as approcriste, wiil review
reguesis for SICP brief'lnge for the Congress, the White
House, and the 2ffice of the Secretary of Tefense,
A. 3IC? priefings shall act be given to forelzn

natlonals, lseluding members of NATQ, SEATS, and C

’

Fr

NTO,
excopt as may o2 appraoved on a regusest basis by the
Joini Chieis of Staff or asz provided for by other
apecifiic action of the Joint Chiefs of Starr.

2, Aeguasts fép SICP briaflngs nost coversd above will
be submitted teo the Dirseter for Coerations, Jeint Statr,
who will review sueh reguests and sulnic

ragor:

endatlions to the Divczotor, Joint Stali, tor approval.
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E&) 9.{}67’Corresaongunce

a. Correspondence, repcoris, studles, messagos, and
any ocother medla relaying SIJP-Z51 shall {ncluzs 2 stana-
ment that:
This {correspondence, memorandun, repsrt, stc.)
contains SIOP-ESI dwta. Access lists govern internal
dissemination.”

b. Messeazes contalning SIOP-ESE shall include the

18]

deslgnator "SPECAT" and the indicatcr "SIGP-ESI™ at the
beginning of the message text 1mmediately foilcwing the
message classiiication, in accordanss with sudparagraph
332d, ACP 121 US Supp-1( ), Followed by the statement in
subparagrapn %9a  above, as approprisate,

19. (U) Courier Instructlons

a, SIOF material rou ldzntilfied s S
handled in accordance with applicables direatlves,
b, STCF-E3I meterisl not trausmicoed wlzotrically shall
be dispatched enly Ly zeurisr. The srmed Morces c
Service (ARFCO3) may bs wiilized., 35ICP-ESI materizl being
transporied or proceszed cuislde military instailsaticas
“11l be azcaompanled Ly uwe AEpropriztely cleazrsd couriers
aaalgned the primary rasponsibliley for survelllance and

securlty of th: materia

-
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ong wourler may be used durlog 1t
conrlaers gre used to transport the SIQP-2537 materlial to
cud rrom the alrerabt acd maintala survzillsace untll tne

atveraty ig zirbome, US military 212 trans

destired mode of Lransporting STOP-TS! raterisl. Us nilltary

o

flelifs Commend cammere’al zontracs wirerai't, wih

S 1lst 1o under US military control op US commercial non-

passan,er ceryo
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c. SIOP-ESI material trzasmitted by ARFIOS 11l be
processed and transperted in accordznce with sabparagraph
10v  above. Dispatchlng ¢fficizals will designate the
material SIQCP-EST when entering it into the ARFCO3 system.

Speclal handllng withln tha AXNPCCS system will be as

3

{s

prescrived by tne Director, ARFCL Commaniers supporting
ARFCCS are responsible for providing arrangements for the
transportation of ST10P-Z3I1 materiazl by nilitary alr.
Priority will be providsd to the traznsmlssion or deadllne
dellvery date SIOP-ESI mate-ial.

d. All SICP-ESI material being transported by ARFCOS
will have the following statement =z7rixed to the outsilde
ol the pacszys or contalner In addizisn to ths normal
addressszes and markings:

RESTRICTED HANDLING REQUIRED

(1} 2ir transportaiien of this packeze will be by US

(=S

militzey atreralfo; US Milltary 217117t Command commerctal

coutract zlreraft, iiws the passenger list is under US

wilitar, control; or 'S commerci

nw

1 nonpassenger Cargo
alreraft only.

(2} TWQ COURIERS ARE REQUIRED SIETWEEN US MILITARY
IHSTALLATIONS. COURIERS AHD GUAZDS MUST POSSESS TQOP
CECEET CLEARANCE, BASIS Q0N A COMPLETED FAVORABLE BACK-
GROUNID INVESTIGATION. OLE SOYRI
FLIZHT 8O LOMG AS TWC C3UZIERS DTLIVER aAND FICK Up
MATEZRIAL AT PLANESIDE G?é MILITARY BASES.

{3} #nen not attenied &y gualilied ccuriers, the

minimua security rejulrsi fer

¢ this packape
Lo In & groure rocm sarslamenrasz Ly guard
deteviion zierm gystem or a Class & vaugls constructed in

avcaordance with Indiciiuzl Service direccive

T

1o Appendly
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ai o oLnmroemlise,

be inrgroed Ly

the muzt

meann avaliable, canaliptens wipn

o i Lo .
LR T T A N s : . e v ‘. Sy s - . i
K : T 3 D S A SN L SR
f ’ .- - . -l o .
L U 3 ; . ERalVe & : I
. ’ SR o i Saeh ru-

et o of ot

whebber or not SIOP-E3D i3 favalved, ooinlon as bo

The D3TF will resommend appropriace acilons rsaulred, with
* - =a » -
regard to modifisation of tne slan and/or related pro-

niae or pozsibls comproml
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The facility

of data rewrcductlion by elescleani: means preas=nts a speclial
need for atignilon Lo securliy nresautions where sush reans

Tnils nesd 1s

MAst Ll nooletiy conty
maneriel Clnohioaddd BnT

o

authorized o relemse susl meterials %3 oLhop a

Hosultall: and
mean3 for crrssssT 1, = - P
ana for contionlilng, BUtoanting, =nd BeCesL. In oevery

environment require
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1s carrled out (l.e., the procedures have beer 'designed for,
but are ool limited to, releasing Ln: recordily cwedia tor

i

maintzinance of equipment, rsiuen O parts Lo gustractior,
release of computer to contrac:iors, ztc.):

(L} Clear Memory Frocedures. Wnen SIOP-ESI has been

processed usling electronic data procesksing egulpnent,
internzl memory (i.e., ccre) in the central processin

unlt may be cleared by alternately settlng each address-
able memory locatlon te all "1s” and all “Os" for 100
cycles, such that the stzte is changsd at least 99 times.
The sucgessful appilcaticn of this procedure nust be
varilriea after the 100th cycie. TInternal memory ,

ouUney Tl Lhln Uilm oz.d rle.co virg may nso oe declassi-
fied. The abllity to clesar internal memory cé thin film
or plated wire completely for declassification purposes 1is

uncertzing therefere, sush media must retain the TOP

o
SECRET

.

sisssiticatlion anyg e

vlied as SICP-25T until

rdaliawe ma, be ducliassitied altzr .glng one or acre of

the follewing procedurss, as agooopriate:

(a) Providing that SIOF-ESI has been recorded
endisturbed no 1onger‘than T2 consecutive hours,
all dati tracks willl b2 overwritten a minimunm of
three times wsing masinmum Zurzont thot «&111 nos
damage or lmpalr one vacoriing: egquipment. The binary

diwic 1 or 0 will be wverwritten in il bit iccations

S s 31 Appendlix
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and overwrlite verifised. Then, a single

alunacetic, or spec!

—r
[
f
3
il
d
ot
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1n all address vositisnas,

1ly, alpha . guertic
dabtz whilen {s kocwn o be UNCLASSIFIED carn ke over-
voeltien In 2ll positlons, eud whis UNCLASISIFTED Texr

shouls e laft on tho Jdevice. This, btoo, should be

sres of subparagrapn

xlsts as en integral

= subsyetam, an AC/DC erase will

e applisd te 2ll data tracics. The tracks will then

be overwritisn as in sucparazrach l3a{2){z) above

and verilfied ¢zt the overwrlte has been azcohplished.
2. In the =ven:t a storage unit falls or has a

m=chanleal fallurs which 1nhibits normal cperatlion,

a4 nand erase Lzr or portable permanant/iC magnet
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permznent <ate tricks such as clock, =ddress and word

mar«, or uessage Iracks. The erase bar or magnet

muzt produce &b least 1500 Dsrsted field intensity

at ths recoprding surface.

(=) If SIOP-Y3I hag been rezopded and remains
wiriisturbed for <ver /2 heurs or is subjected to
excessive hezting, 1t cun only be consideres de-
classifled IF the re.ording surface is completely

removead.  Unavallabiliity of sppropriate facilities for

S omanufacturer,  Such
Pracsportation must bz In sccordunce with caragraph 10

above., iroperative drums and discs which

as prescerli=u in subparagraph 132(2)(a)

abevs  all unders tiz provlisions of this D&

raph.
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(3} When the disc, dise pack, disc flle, or drum is
treated as preceribed in subparzgrapk 132(2;{a) above, 1t
may b2 declassificed and released to the comrercial contrac-
tor if it is5 to be renurnéd to a military uszser. The mili-
tary user will estatllsh those prccedures necessary to
irsure that the sane disc, disc pack, dise flle, or drum
Iz returned. Thelr trasspgortatlion and movement will be
handled to insure timely receipt by the contractor (l.e.,
contracter furnish receipt to sender upon arrival and no
extensives delays have occurred). They wlll not be

permanently relezsed to commerclal contractors without

irect<r, Joint Staff, on a

(4) %Wren the disc, disc pack, dise file, or arum is
treated as prescribed 1n subpzragraph 13a(2)(b) above, it
les UNHCLASSIFIED and released without restricticons to the
comperclal contracoars,

b. Magneilc taves usod $o recapd STOP-ESI way be degaussed,
uslng wpproved bulk degrnussing equipment which meets tech-
nical specifications pirumulgated by the Natlonal Secur;ty
Agency. Tapes nay te subssguently Jdeclassified but must he

retained oy a military usso.

i 41 Appendix
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R
14, (U) Destruction. As a matter of policy, In order to

élnsure contrel aznd minimlze the possitlility of cu.:promise,
SIOP material will be destroyed prompily when supzrssded by
new editlons or when no longer required for operational use,
Archive coples are authorlced ta be eztatlished vy JSTPS, as
prescribed by the Joint Chiefs of 3tarr. oOfficlels certifying
to. the destruction of material centalning SIOP-ESI will te
commlisslioned officers, warrant officers, or civillans In grade
035~9 or above. Wiltnessing officlals will be commlissloned

LAy

offlcers, warrant coificers, or noncommissioned oflicers 1in

+

grade E-/ or above or clvillans in grads (GS-7 or above.
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ANNEX

1
SIOP-ESI OPERATIONAL AND ADHMINISTRATIVE CATESGRIZS 2
(“Elj 1.’;€f The féliowing operational catsgorles proviie aczess 3
to full and detalled knowledge: 4
Operaticnal B 5
Category . -
&
01 7.
7
02 ¥ -
" g
i 9
& 10
03 G
2
o4 -
s
o J
5 %’
i
%
9
- ¥
Q6

AN

2. (U) The following administirative categories provide access

only as necessary for admin’strative handling and groseszsing

in a routine manner:

SIRIEBREIRIEIREERITIEE]
Iw IN [H IO Im lm Iq Im wnooles W N

Administrative
Category Access Authivized
21 To categery 01
24
22 To category 02 -
25
23 To category 03
26
24 75 category 04 -=
27
25 To category 05 -
28
26 To category 06 "
GROIP 3
DOWIGEADED AT 12 YZAR INTERVALS;
HOT AUTOHATICALLY DECLASSIFIED
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